Dell Data Protection
Recovery Guide v8.12/v1.6/v1.3/v112/v1.1




Legend

A CAUTION icon indicates potential damage to hardware or loss of data if instructions are not followed.
AN | WARNING: A WARNING icon indicates a potential for property damage, personal injury, or death.
®| IMPORTANT, NOTE, TIP, MOBILE, or VIDEO: An information icon indicates supporting information.

© 2016 Dell Inc. All rights reserved. Dell, EMC, and other trademarks are trademarks of Dell Inc. or its subsidiaries. Other trademarks may be trademarks of
their respective owners. Registered trademarks and trademarks used in the Dell Data Protection | Encryption, Dell Data Protection | Endpoint Security Suite,
Dell Data Protection | Endpoint Security Suite Enterprise, Dell Data Protection | Security Tools, and Dell Data Protection | Secure Lifecycle suite of
documents: Del™ and the Dell logo, Dell Precision™, OptiPlex™, ControlVault™, Latitude™, XPS®, and KACE™ are trademarks of Dell Inc. McAfee® and
the McAfee logo are trademarks or registered trademarks of McAfee, Inc. in the US and other countries. Intel®, Pentium®, Intel Core Inside Duo®,
[tanium®, and Xeon® are registered trademarks of Intel Corporation in the U.S. and other countries. Adobe®, Acrobat®, and Flash® are registered
trademarks of Adobe Systems Incorporated. Authen Tec® and Eikon® are registered trademarks of Authen Tec. AMD® is a registered trademark of
Advanced Micro Devices, Inc. Microsoft®, Windows®, and Windows Server®, Internet Explorer®, MS-DOS®, Windows Vista®, MSN®, ActiveX®, Active
Directory®, Access®, ActiveSync®, BitLocker®, BitLocker To Go®, Excel®, Hyper-V®, Silverlight®, Outlook®, PowerPoint®, OneDrive®, SQL Server®,
and Visual C++® are either trademarks or registered trademarks of Microsoft Corporation in the United States and/or other countries. VMware® is a
registered trademark or trademark of VMware, Inc. in the United States or other countries. Box® is a registered trademark of Box. DropboxSM is a service
mark of Dropbox, Inc. Google™, Android™, Google™ Chrome™, Gmail™, YouTube®, and Google ™ Play are either trademarks or registered trademarks of
Google Inc. in the United States and other countries. Apple®, Aperture®, App StoreSM, Apple Remote Desktop™, Apple TV®, Boot Camp™, FileVault™,
iCloud®SM, iPad®, iPhone®, iPhoto®, iTunes Music Store®, Macintosh®, Safari®, and Siri® are either servicemarks, trademarks, or registered trademarks
of Apple, Inc. in the United States and/or other countries. GO ID®, RSA®, and SecurlD® are registered trademarks of Dell EMC. EnCase™ and Guidance
Software® are either trademarks or registered trademarks of Guidance Software. Entrust® is a registered trademark of Entrust®, Inc. in the United States
and other countries. InstallShield® is a registered trademark of Flexera Software in the United States, China, European Community, Hong Kong, Japan,
Taiwan, and United Kingdom. Micron® and RealSSD® are registered trademarks of Micron Technology, Inc. in the United States and other countries.
Mozilla® Firefox® is a registered trademark of Mozilla Foundation in the United States and/or other countries. iOS® is a trademark or registered trademark
of Cisco Systems, Inc. in the United States and certain other countries and is used under license. Oracle® and Java® are registered trademarks of Oracle
and/or its affiliates. Other names may be trademarks of their respective owners. SAMSUNG™ is a trademark of SAMSUNG in the United States or other
countries. Seagate® is a registered trademark of Seagate Technology LLC in the United States and/or other countries. Travelstar® is a registered trademark
of HGST, Inc. in the United States and other countries. UNIX® is a registered trademark of The Open Group. VALIDITY™ is a trademark of Validity Sensors,
Inc. in the United States and other countries. VeriSign® and other related marks are the trademarks or registered trademarks of VeriSign, Inc. or its affiliates
or subsidiaries in the U.S. and other countries and licensed to Symantec Corporation. KVM on IP® is a registered trademark of Video Products. Yahoo!® is a
registered trademark of Yahoo! Inc. This product uses parts of the 7-Zip program. The source code can be found at 7-zip.org. Licensing is under the GNU
LGPL license + unRAR restrictions (7-zip.org/license.txt).

Dell Data Protection Recovery Guide

2017 - 02

Rev. AO1


HTTP://7-ZIP.ORG
HTTP://7-ZIP.ORG/LICENSE.TXT

Contents

1 Getting Started With RECOVEIY.......cccciiiiiiiiiniiri i e s e r s e e n e an 5
CONTACT DIl PrOSUDPOM ...ttt bbb bbbt bbbt 5

2 Policy-Based or File/Folder ENCryption RECOVETY.........cccmiemiimmiiiriiiniiis s ie s sss s s s snssmssmessemsemssnnssnsssenssens snssnan 6
OVEINVIEW OF ThE RECOVEIY PrOCESS.....ccviiiieeiietee ettt ettt e bt e st e et e bt e st e et s sbe et e et esbessae et 6
Perform Policy-Based ENCryption Or FFE RECOVEIY........coiiiee et 6
Obtain the Recovery File - Remotely Managed COmMPULET ...ttt 6

Obtain the Recovery File - Locally Managed COMPUTET .........cciireiiieieieieesieieee e 7
PEITOIMMN @ RECOVEIY ... e ettt e et e et e et e et e e e e te et e eteeeteeneeeaeeaeans 7

3 Hardware Crypto Accelerator RECOVETY.......ciuiiiiiiiiiieiiisissississsmssmssmessnmssmrseserssssessesssnssnssssssssnssnssmnsnmnsnmsnnsenns 12
RECOVETY REQUITEIMIENTS....cuievieiieieiieieeie ettt ettt e e e e b et e b et e b et et et et et e ae b e tesae s b e nae b e sbesbesbennenbenes 12
OVEIVIEBW OF The RECOVEIY PrOCESS.....ccviiiceii ettt ettt ettt et et e e st e e st s st e s et e e sab e s sbesebessabeesrae s 12
[T (o g (O AN =T oo 1YY Y T 12
Obtain the Recovery File - Remotely Managed COmMPULET........cciiiiiriireee ettt 12

Obtain the Recovery File - Locally Managed COMPULET .........cveiiriieieisieiee et 13
TR (o g a IR I R =10 01 =) Y TR 14

4 Self-Encrypting Drive (SED) RECOVEIY..........covcmimiiiiiimmiriiissemse s semss s s semss s semss s s ssmns s 20
RECOVETY REQUITEIMENTS. ...tttk b e bbbt b bbb bttt bbbt b s 20
OVErvView Of the RECOVEIY PrOCESS. .......ocviieeeie ettt ettt ettt e eate e st e et e sbe et e et e eaeeees 20
PEIrfOrM SED RECOVEIY ..ottt ettt ettt ettt et t e st e et e bt e b e e e e bt e s te et e st e e sbe et e sre e st e et e sre e 20
Obtain the Recovery File - Remotely Managed SED ClENT..........cci i 20

Obtain the Recovery File - Locally Managed SED ClENT........cciiiiirieiieeieesetsese e 21
PEITOMM 8 RECOVEIY ..ottt bt et e s e e e s bt e e sa e e et b e e e b e s et e e sbb e e sbte e sbesebessabeeas 21

5 General PUrpose Key RECOVETY....... e iiiiiiiiiiiiiiiis s e sssssss s essessnessane e s e s e e e s s e rs s ee s sessna s ssssnssansansnmnnnmenns 25
RECOVEN T8 GPK ..ottt sttt ettt a et st e s e b et et et et e ssese s b e st et et et et esessenesseseesenens 25
OBLAIN ThE RECOVEIY FlB......eiieiiei ettt ettt e st e et e et e s bt e e bt et e s bt e st e etesstesbeeessraesreans 25
PEITOIMMN @ RECOVETY ...ttt ettt e et e et e et e ete et e eteeeae et e eaeeeaeeneeens 26

6 Encrypted Drive DAta RECOVETY........ccccciriinsiascmnnemremremreirserenseessssssssssasssssssnssmnsnmssemsemsesnsenesseessens snssnanssnssnnnsen 28
ReCOVEr ENCryPeA DIiVE Data......covciiiiiiiiiiiiiiet ettt sttt ettt a1 sttt et et esb et e st s s et e st be b e te s etesbessaaess 28

7 BitLocker Manager RECOVETY....... .. e ieiimiiiiiiiiiiini e s sesssssssss s sassassnassamesre s reenesseessressassnssssssssnssassansnnnnnnennennns 32
L CToTa Y =Tl D= = TSRS 32

8 PaSSWOIA RECOVEIY....c..uiiiitmueurirermnesserarmsssssrarmssssssarmssssssesmssssssesmsssssseenssssssesnsssssseennssssseennsssssesnnssssssennassssssnns 34
RECOVENY QUESTIONS. ... ettt e et e e et e e e e e te e te e st e eaeeteeneeeteeeteeneesaeeeseeneeeseeneseneeareen 34
ChalleNQe/RESPONSE COUES.......iieiiieiiiieieieee ettt sttt s et et e b e e be st ese s s ese b eseebe s eb e s eseseesesseseeseseeseneanas 36

9 External Media Shield PassWord RECOVEIY........ccceccuuircriiriirnermemncnsesissesseererssnmsmscssssssssessessesnsnnsnssssssssssesnes 40
RECOVET ACCESS TO DBLA....c.eiuiiiieiieiieieieie ettt ettt ettt et et e st e st e st e st ess e st et e b et et e st et et et et et e b e s et e ssenes 40

TS i (=T aT 01T Y AP 42



10 Secure LifecyCle RECOVEIY........cciciiiieimeceiciscr e rrerienmcmscs s scssesse s s e s memmcmsessssssssesaersesmsmnmnssssssssssesnennsnmnmnnnnnnnns 44

RECOVETY REQUITEIMENTS. ...tttk b et b ettt b bbbtttk ettt b s 44
Perform SECUINE LIfECYCIE RECOVEIY .......oei ittt ettt ettt e et e et eete et eeaaesteeeteeraearean 44
11 Appendix A - Burning the Recovery Environment.........cccco i snessssss 48
Burning the Recovery Environment ISO 10 CDNDVD......coiiiiieieeieeseese ettt 48
Burning the Recovery Environment on Removable MEdia..........ccvocviiiiiiiiiceiceseeese e 48



Getting Started with Recovery

This section details what is needed to create the recovery environment.

Downloaded copy of the recovery environment software - located in the Windows Recovery Kit folder in the Dell Data Protection
installation media

CD-R, DVD-R media, or formatted USB media

If burning a CD or DVD, review Burning the Recovery Environment ISO to CD\DVD for details.
If using USB media, review Burning the Recovery Environment on Removable Media for details.

Recovery Bundle for failed device

For remotely managed clients, instructions that follow explain how to retrieve a recovery bundle from your Dell Data Protection
Server.

For locally managed clients, the recovery bundle package was created during setup on either a shared network drive or on external
media. Please locate this package before proceeding.

Contact Dell ProSupport

Call 877-459-7304, extension 4310039 for 24x7 phone support for your Dell Data Protection product.

Additionally, online support for Dell Data Protection products is available at dell.com/support. Online support includes drivers, manuals,
technical advisories, FAQs, and emerging issues.

Be sure to help us quickly connect you to the right technical expert by having your Service Code available when you call.

For phone numbers outside of the United States, check Dell ProSupport International Phone Numbers.


http://www.dell.com/support/home/us/en/19/Products/software/endpoint_security_soln
http://www.dell.com/support/article/us/en/19/SLN302833
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Policy-Based or File/Folder Encryption Recovery

With Policy-Based Encryption or File/Folder Encryption (FFE) recovery, you can recover access to the following:

A computer that does not boot and that displays a prompt to perform SDE Recovery.

A computer on which you cannot access encrypted data or edit policies.

A server running Dell Data Protection | Server Encryption that meets either of the preceding conditions.
A computer on which the Hardware Crypto Accelerator card or the motherboard/TPM must be replaced.

Overview of the Recovery Process

To recover a failed system:

1 Burn the recovery environment onto a CD/DVD or create a bootable USB. See Appendix A - Burning the Recovery Environment.
2 Obtain the Recovery file.
3  Perform the recovery.

Perform Policy-Based Encryption or FFE Recovery

Follow these steps to perform Policy-Based Encryption or FFE recovery.

Obtain the Recovery File - Remotely Managed Computer

To download the <machinename_domain.com>.exe file:

1 Open the Remote Management Console and, from the left pane, select Management > Recover Endpoint.

g Dell Data Protection superadmin am

Dashboard Recover Endpoint

Populations

Compliance Reporter

Management

Recover Data

I Recover Endpoint

2 In the Hostname field, enter the fully qualified domain name of the endpoint and click Search.
3 Inthe Enhanced Recovery window, enter a recovery Password and click Download.

6 | Dell Data Protection Recovery Guide

Policy-Based or File/Folder Encryption Recovery



®|NoTE:
You must remember this password to access the recovery keys.

Enhanced Recowvery e

Enhanced rec Ve Ny detected. Please enter a password and downlosd

DSSWOrD LT

Doverrdoad I Cance|

4  Copy the <machinename_domain.com > .exe file to a location where it can be accessed when booted into WinPE.

Obtain the Recovery File - Locally Managed Computer

To obtain the Personal Edition recovery file:

1 Locate the recovery file named LSARecovery_<systemname > .exe file. This file was stored on a network drive or removable storage
when you went through Setup Wizard while installing Personal Edition.

etup Wizard

Choose Location for Key Backup

Browse, ..

Cancel Hack

2  Copy LSARecovery_<systemname > .exe to the target computer (the computer to recover data).

Perform a Recovery

1 Using the bootable media created earlier, boot to that media on a recovery system or on the device with the drive you are attempting
to recover. A WinPE Environment opens.

2 Enter x and press Enter to get a command prompt.
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Navigate to the recovery file and launch it.
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Select one option:

My system fails to boot and displays a message asking me to perform SDE Recovery.

This will allow you to rebuild the hardware checks that the Encryption client performs when you boot into the OS.

My system does not allow me to access encrypted data, edit policies, or is being reinstalled.

Use this if the Hardware Crypto Accelerator card or the motherboard/TPM must be replaced.
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MHexd ) Cancel

5 Inthe Backup and Recovery Information dialog, confirm that the information about the client computer to be recovered is correct and
click Next.

When recovering non-Dell computers, the SerialNumber and AssetTag fields will be blank.

hl Dell ata Protection Encryption |

Backup and Fleomeery Inbormalion

.ﬁll‘hlp File Indnamation -
Localty Managed

Hogthame = SA30HCA]

MCID = SA3DHCA]

DCHD = YCGREITY

FerislNumber = FHCFT

WanelTag = ZBCFVY

BackupFileDate = 200 4£01-16 1512162

Recreery Host nformation w

< Back ~ Nedar | Caneel

6 Inthe dialog that lists the computer's volumes, select all applicable drives and click Next.
Shift-click or control-click to highlight multiple drives.

If the selected drive is not Policy-Based or FFE-encrypted, it will fail to recover.
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Enter your recovery password and click Next.
With a remotely managed client, this is the password provided in step 3 in Obtain the Recovery File - Remotely Managed Computer.

In Personal Edition, the password is the Encryption Administrator Password set for the system at the time the keys were escrowed.

_— - o

=] Dell Data Protection Encryption e

Please enler your recoveny password,

Passward:

¢ Back Pt | Canesl

In the Recover dialog, click Recover. The recovery process begins.
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I Dell Diata Protection Encryption e e (]

Press Recoeer o praceed.

« Back ] Cancel

9  When recovery is complete, click Finish.

®|NOTE:

Be sure to remove any USB or CD\DVD media that was used to boot the machine. Failure to do this may result in booting
back into the recovery environment.

10 After the computer reboots, you should have a fully functioning computer. If problems persist, contact Dell ProSupport.



Hardware Crypto Accelerator Recovery

With Dell Data Protection Hardware Crypto Accelerator (HCA) Recovery, you can recover access to the following:

Files on an HCA encrypted drive - This method decrypts the drive using the keys provided. You can select the specific drive that you
need to decrypt during the recovery process.

An HCA encrypted drive after a hardware replacement - This method is used after you must replace the Hardware Crypto Accelerator
card or a motherboard/TPM. You can run a recovery to regain access to the encrypted data without decrypting the drive.

Recovery Requirements

For HCA recovery, you need the following:

Access to the recovery environment ISO
Bootable CD\DVD or USB media

Overview of the Recovery Process

To recover a failed system:

1 Burn the recovery environment onto a CD/DVD or create a bootable USB. See Appendix A - Burning the Recovery Environment.
2 Obtain the Recovery file.
3 Perform the recovery.

Perform HCA Recovery

Follow these steps to perform an HCA recovery.

Obtain the Recovery File - Remotely Managed Computer

To download the <machinename_domain.com>.exe file that was generated when you installed Dell Data Protection:

1 Open the Remote Management Console and, from the left pane, select Management > Recover Endpoint.



@ Dell Data Protection superadmin am

Dashboard Recover Endpoint
Populations
Hosmame: | m
Compliance Reporter
Management
Commit

og Analyzer
Recover Data

I Recover Endpoint

2 Inthe Hostname field, enter the fully qualified domain name of the endpoint and click Search.
3 Inthe Enhanced Recovery window, enter a recovery Password and click Download.

®|NoTE:
You must remember this password to access the recovery keys.

Enhanced Recowvery e

Enhanced recovery detected. Please enter a password and downlosd

Password: snnannd

Devwrrllnad I Caneel

Obtain the Recovery File - Locally Managed Computer

To obtain the Personal Edition recovery file:

1 Locate the recovery file named LSARecovery_<systemname > .exe file. This file was stored on a network drive or removable storage
when you went through Setup Wizard while installing Personal Edition.

Dell Data Protection Recovery Guide 13
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2  Copy LSARecovery_<systemname > .exe to the target computer (the computer to recover data).

Perform a Recovery

1 Using the bootable media created earlier, boot to that media on a recovery system or on the device with the drive you are attempting
to recover.

A WInPE Environment opens.

2 Type x and press Enter to get to a command prompt.

B Adminis i Select opidon froes Fot oo poesr enier.

% Navigate to the saved recovery file and launch it.
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5  In the Backup and Recovery Information dialog, confirm that the Service Tag or Asset number is correct and click Next.
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In the dialog that lists the computer's volumes, select all applicable drives and click Next.

Shift-click or control-click to highlight multiple drives.

If the selected drive is not HCA encrypted, it will fail to recover.

ncryption

Dredl Data Protection E
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Enter your recovery password and click Next.

On a remotely managed computer, this is the password provided in step 3 in Obtain the Recovery File - Remotely Managed Computer.

On a locally managed computer, this password is the Encryption Administrator Password set for the system in Personal Edition at the

time the keys were escrowed.
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8 Inthe Recover dialog, click Recover. The recovery process begins.

] Dl [ata Protection Encryption Co | @ ]

Preay Recoreer o praceed

Rengrer

« Back ] Cancel

9  When prompted, browse to the saved recovery file and click OK.
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If you are performing a full decryption, the following dialog displays status. This process may require some time.
]

Delll Data Protection Encryption

fo] =

e Tacoe D proceed,

Decrypion Spesd = 0. 0MBS
Tiee lageed = (0000

Tirse Rareainie =  (=00:00

Decrypaec I8 of SISHGME «pvainery

10 When the message displays to indicate that recovery completed successfully, click Finish. The computer reboots.
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After the computer reboots, you should have a fully functioning computer. If problems persist, contact Dell ProSupport.



Self-Encrypting Drive (SED) Recovery

With SED Recovery, you can recover access to files on a SED through the following methods:
Perform a one-time unlock of the drive to bypass and remove Preboot Authentication (PBA).

With a remotely managed SED client, the PBA can later be enabled again through the Remote Management Console.
With a locally managed SED client, the PBA can be enabled through the Security Tools Administrator Console.

Unlock, then permanently remove the PBA from the drive. Single Sign-On will not function with the PBA removed.

With a remotely managed SED client, removing the PBA will require you to deactivate the product from the Remote Management
Console if it is necessary to re-enable the PBA in the future.

With a locally managed SED client, removing the PBA will require you to deactivate the product inside the OS if it is necessary to re-
enable the PBA in the future.

Recovery Requirements

For SED recovery, you need the following:

Access to the recovery environment ISO
Bootable CD\DVD or USB media

Overview of the Recovery Process

To recover a failed system:

1 Burn the recovery environment onto a CD/DVD or create a bootable USB. See Appendix A - Burning the Recovery Environment.
2 Obtain the Recovery file.
3 Perform the recovery.

Perform SED Recovery

Follow these steps to perform a SED recovery.

Obtain the Recovery File - Remotely Managed SED Client

Obtain the recovery file.

The recovery file can be downloaded from the Remote Management Console. To download the <hostname>-sed-recovery.dat file that
was generated when you installed Dell Data Protection:

Open the Remote Management Console and, from the left pane, select Management > Recover Data then select the SED tab.
On the Recover Data screen, in the Hostname field, enter the fully qualified domain name of the endpoint, then click Search.

In the SED field, select an option.

Click Create Recovery File.

o O T o

The <hostname>-sed-recovery.dat file is downloaded.
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Obtain the Recovery File - Locally Managed SED Client

QObtain the recovery file.

The file was generated and is accessible from the backup location you selected when Dell Data Protection | Security Tools was
installed on the computer. The filename is OpalSPkey<systemname>.dat.

Perform a Recovery

1 Using the bootable media created earlier, boot to that media on a recovery system or on the device with the drive you are attempting
to recover. A WIinPE environment opens with the recovery application.

W Aoirmenivwrewrs Feleri mpiiees frarvs kast v preas e

2 Choose option one and press Enter.
3 Select Browse, locate the recovery file, and then click Open.
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4  Select one option and click OK.

One-time unlock of the drive - This method bypasses and removes the PBA. Later, it can be enabled again through the Remote
Management Console (for a remotely managed SED client) or through the Security Tools Administrator Console (for a locally

managed SED client).
Unlock drive and remove PBA - This method unlocks, then permanently removes the PBA from the drive. Removing the PBA will
require you to deactivate the product from the Remote Management Console (for a remotely managed SED client) or inside the

OS (for a locally managed SED client) if it is necessary to re-enable the PBA in the future. Single Sign-On will not function with the
PBA removed.
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5 Recovery is now completed. Press any key to return to the menu.
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Press r to reboot the computer.

®|NOTE:

Be sure to remove any USB or CD\DVD media that was used to boot the computer. Failure to do this may result in booting
back into the recovery environment.

After the computer reboots, you should have a fully functioning computer. If problems persist, contact Dell ProSupport.



General Purpose Key Recovery

The General Purpose Key (GPK) is used to encrypt part of the registry for domain users. However, during the boot process, in rare cases, it
might become corrupted and fail to unseal. If so, the following errors display in the CMGShield.log file on the client computer:

[12.06.13 07:56:09:622 GeneralPurposeK: 268] GPK - Failure while unsealing data [error = 0xd]
[12.06.13 07:56:09:622 GeneralPurposeK: 631] GPK - Unseal failure
[12.06.13 07:56:09:622 GeneralPurposeK: 970] GPK - Failure to get keys for the registry driver

If the GPK fails to unseal, the GPK must be recovered by extracting it from the recovery bundle that is downloaded from the Server.

Recover the GPK

Obtain the Recovery File

To download the <machinename_domain.com>.exe file that was generated when you installed Dell Data Protection:

1 Open the Remote Management Console and, from the left pane, select Management > Recover Endpoint.

g Dell Data Protection superadmin am

Dashboard Recover Endpoint

Populations

Compliance Reporter

Management

Recover Data

I Recover Endpoint

2 In the Hostname field, enter the fully qualified domain name of the endpoint and click Search.
3 Inthe Enhanced Recovery window, enter a recovery Password and click Download

®|NoTE:
You must remember this password to access the recovery keys.
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Enhanced Recovery #

Enhanced recovery detected. Please enter a passwornd and download

Devwrrdoad I Cancel

The <machinename_domain.com>.exe file is downloaded.

Perform a Recovery

4

Create bootable media of the recovery environment. For instructions, see Appendix A - Burning the Recovery Environment.
Boot to that media on a recovery system or on the device with the drive you are attempting to recover.

A WInPE Environment opens.

Enter x and press Enter to get to a command prompt.

P FORETETE

s frovw st e poesr enfer.

Navigate to the recovery file and launch it.

] Administrator: WinPe Environment S

.51 Wt
JH1 4Ry bytes §Frae

sLEARecovery S4TBHCAL e xe

An Encryption client diagnostic dialog opens and the recovery file is being generated in the background.
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5 At an administrative command prompt, run <machinename_domain.com > .exe > -p <password > -gpk
It returns the GPKRCVR.txt for your computer.

hll rights reserved.

rpzwadminswiesktn ARecovery TE I.dpe.con.epxe =p Pizsulled =-gpk

seratadnin'leakte

Copy the GPKRCVR.txt file to the root of the OS drive of the computer.
7 Reboot the computer.

The GPKRCVR.txt file will be consumed by the operating system and will regenerate the GPK on that computer.
8  If prompted, reboot again.



Encrypted Drive Data Recovery

If the target computer is not bootable and no hardware failure exists, data recovery can be accomplished on the computer booted into a
recovery environment. If the target computer is not bootable and has failed hardware or is a USB device, data recovery can be
accomplished by booting into a slaved drive. When you slave a drive, you can see the file system and browse the directories. However, if

you try to open or copy a file, an Access denied error occurs.

ér) M - Computer » - ﬁj Search Computer

Organize ~  AutoPlay Propersts  System properties  Unanstall or change s program Map network dirve w30

& Hard Digk Dirves (3)

W Favorites
B Desbtop Local Disk (C:) System Reserved (B
e = |
&8 Downlosds &f' 125 GE free of 71 & GB SV TLAMB free of 598 MB
. Recent Places
Loscal Disk {F:)
== I |
B4 Librarees - GAZ GB free of 11 K GR
B = Documents = Devices with Removabie Storge (23
FI.-"- Pumic Py
i Pictures E& Floppy Disk Drive (&) $ DVD Deive (D)
© B Videos

Recover Encrypted Drive Data

To recover encrypted drive data:

1 To obtain the DCID/Recovery ID from the computer, choose one option:
a Run WSScan on any folder where Common encrypted data is stored.
The eight-character DCID/Recovery ID displays after "Common."

28 Dell Data Protection Recovery Guide

Encrypted Drive Data Recovery



b Sy =) X

Saavreed | dhieeisl. 18 Polderid) 2 fired ) encrysied Me(s) aiaing 1384000 | bried.
Ol Sewrch I < Fegls
Brren Typem o Sparch: }:;'H]D'wﬂ B _3
2193005 D5 ALY BEVACE : % sy &m&ma‘m&mmu_]
E203 10065 05 TR 1Y A GEVICE & "W LUtee e (st Lo WOwocL v L o
(RO 3e a0 b B TR 11F 7| EVICE & F m:dmptiwmuﬁnmu
(300102006 pSe2MLL BEVICE : ks mﬂtﬁmﬁmmu
(234015, $EeTRAT BEVICE : T Users acin Dk ing Do
13- 4056 BT 11 ETERDE | DEVIE ‘wﬁﬂn‘ﬂﬂlm‘q}mﬂum\.a
L3-30-D8. DRs 211 mraon ENOTERD DEVICE : 'F-'Libara ‘i Dk top Do cumeria bon e
1381 %: 3008 3R 110 = a BEVEE ¥ e e ek dop oo merrlebon P
F2E013- 0. 18, 6301 1] S et
(2151018 B 2% 11§ hn-s:lﬂ-w-'l] 0 Faldanila)) t Firicdl ) arser ot Fiels) totaling 13040501 byl
=
i | | |
S Settrgs
Sewch Patc |Frusersadmn Deskig =l
W Outpast 1= Fier
|-
Pash: | 2 Usargiacmn |AanDwta oo Tems WSEcan Jog 4 |
i Do Exgting Fis I il tn By ting Pie
1 Foveah
& Pase Forman
™ Viphoe Delewited Fle ke ] r
™ P Wastth Pl

b Open the Remote Management Console, and select the Details & Actions tab for the endpoint.

o]

In the Shield Detail section of the Endpoint Detail screen, locate the DCID/Recovery ID.

b Del

Dashicard Endpoint Detail for: Endpoint-WINDOWS01

F:||| EH T

Endpaint Di=tail

v Rarmigye
Lt WINDEOWE
OS5 NVar M rascdt Windows Horne [ 4.8.B830
l—F i ez Procsssar lmal|A Quisd Corg
BIOE-5R-34787
i Uiy SHIELD-WINDOWS-01
Compliance Reporier |
Maragamsant
=L panld Datail

B View EMective Policks 9, Danice Recovery Kays
Palicy Prosy CMOGREMOTE
CRecovery ID DLATLAE )

0100/ Eimrprize

AcTheetian Mathod Merdanany

Diall

2 To download the key from the Server, navigate to and run the Dell Administrative Unlock (CMGAu) utility.

The Dell Administrative Unlock utility can be obtained from Dell ProSupport.
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In the Dell Administrative Utility (CMGAu) dialog, enter the following information (some fields may be prepopulated) and click Next.

Server: Fully Qualified Hostname of the Server, for example:

Device Server: https://<server.organization.com>:8081/xapi

Security Server: https://<server.organization.com>:8443/xapi/

Dell Admin: The account name for the Forensic Administrator (enabled in the Server)

Dell Admin Password: The account password for the Forensic Administrator (enabled in the Server)
MCID: Clear the MCID field

DCID: The DCID/Recovery ID that you obtained earlier.

Deil Adminiseratve Lisility el

Device Server F'I:pi #ddpe dpe oom: 3o kepl

Drell Adiran: 3 uperadein
Pamgwond: |““‘"'
MCID: |

pein [EROTEFDE

<Bock | Nets | Cocel |

In the Dell Administrative Utility dialog, select No, perform a download from a server now and click Next.

4 (=3 it

Hatvd i Brasdy pefomsed & download for e MCIDY

1 Wk, wik; o with & prevensly dowricadied fis
" P pedtem & dowrlasd from B server now




®| NOTE:

If the Encryption client is not installed, a message displays that Unlock failed. Move to a computer with the Encryption client
installed.

5  When download and unlock are complete, copy files you need to recover from this drive. All files are readable. Do not click Finish until
you have recovered the files.

el Adrinistative Utity

D@LL et Frotecion | Encryption

x|

I:\:m-hdng kay malenal or ENDTEFDE . -
| Dowrlpad complete

| Unlcsck: complete, s nomw sccessibls

|Fibezg: will riamegin) uricechosd orly whili: this program i open. Click "Finigh” %0 a0t and
Jre-dock the fias

6  After you recover the files and are ready to re-lock the files, click Finish.
After you click Finish, the encrypted files are no longer available.



7

BitLocker Manager Recovery

To recover data, you obtain a recovery password or key package from the Remote Management Console, which then allows you to unlock
data on the computer.

Recover Data

1 Asa Dell Administrator, log in to the Remote Management Console.
2 Inthe left pane, click Management > Recover Data.
3 Click the Manager tab.

@ Dell Data Protection a superadmin &

Dashhaard Recover Data

Fopulations
Shield Mar SED

Compliance Reporter
Management —>fitlocker
COrmimir Recovery ID:

ot Bralimar
Log Analyzer

—®Decover Data

Hostname:
Recower Endpoint
s ’ Volume: b
License Managemernt
Far
Dropbox Management 5
Larices Management
Alerts Managament =»]PM
Hostname:

4 For BitLocker:
Enter the Recovery ID received from BitLocker. Optionally, if you enter the Hostname and Volume, the Recovery ID is populated.

Click Get Recovery Password or Create Key Package.
Depending on how you want to recover, you will use this recovery password or key package to recover data.

For the TPM:
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Enter the Hostname.
Click Get Recovery Password or Create Key Package.

Depending on how you want to recover, you will use this recovery password or key package to recover data.

5 To complete the recovery, see Microsoft's Instructions for Recovery.

®|NOTE:

If BitLocker Manager does not "own" the TPM, the TPM password and key package are not available in the Dell database.
You will receive an error message stating that Dell cannot find the key, which is the expected behavior.

To recover a TPM that is "owned" by an entity other than BitLocker Manager, you should follow the process to recover the
TPM from that specific owner or follow your existing process for the TPM recovery.



http://technet.microsoft.com/en-us/library/ee449438%28WS.10%29.aspx#BKMK_HSRequirements

Password Recovery

Users commonly forget their password. Fortunately, there are multiple ways for users to regain access to a computer with Preboot
Authentication when they do.

The Recovery Questions feature offers question- and- answer-based authentication.
Challenge/Response Codes lets users work with their Administrator to regain access to their computer. This feature is available only to
users who have computers that are managed by their organization.

Recovery Questions

The first time a user signs in to a computer, he is prompted to answer a standard set of questions that the Administrator has configured.
After enrolling his answers to these questions, the next time he forgets his password, the user is prompted for the answers. Assuming he
has answered the questions correctly, he is able to sign in and regain access to Windows.

Prerequisites

Recovery Questions must be set up by the Administrator.
The user must have enrolled his answers to the questions.
Before clicking the Trouble Signing In menu option, the user must enter a valid user name and domain.

To access the Recovery Questions from the PBA sign-in screen:

1 Enter a valid domain name and user name.
2 At the bottom left side of the screen, click Options > Trouble Signing In.

DeI_I Data Protection

P Ball Data Pr o

Womaintssmams or Lsemama

]

Windows Password

= -
[ Feseniar e m

signing in Racovary Quaslions
Metwerk Infasmation Challngs Rasponse _
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Savar Sync

Kaybosed L]

e ]
Suppon Teal
Suppor Informalion

About
Shut Down

Lk optons 0 3016 Dail me B0 nghts tesaroed o



3 When the Q&A dialog appears, enter the answers that you supplied when you enrolled in Recovery Questions the first time you signed
in.

Recovery Questions

Anzwer the following recovery guestions to gain access t
the Windows Operating System.

MWhat iz your mother's maiden name?




Recovery Questions

Anzwer the following recovery guestions to gain access t
the Windows Cperating System.

iz your favorite TV show character?

Challenge/Response Codes

Challenge/Response recovery can be used to authenticate through PBA to access Windows. Challenge/Response can be used in the
following scenarios:

When a user does not remember the answers supplied at time of Recovery Questions enrollment.
The Administrator has not enabled the Recovery Questions feature.

A user is remote with no network connectivity and cannot receive an unlock command from the Security Server through SED Device
Controls

A user can get to the Challenge/Response screen by clicking the Trouble Signing In option or by entering his password incorrectly,
exceeding the password failure limit without the network cable plugged in. If Recovery Questions have been disabled, the Trouble Signing
In option opens the Challenge/Response screen directly.

Requirement
Challenge/Response recovery is available only to domain computers that are remotely managed by your organization or enterprise.
Prerequisites

Disconnect the computer from the network before answering either Recovery Questions or entering Challenge/Response codes.
Before clicking Trouble Signing In, enter a valid user name and domain.

To use Challenge/Response recovery

1 The user clicks the Options link to display the menu.
2 The user clicks Trouble Signing In > Challenge/Response.



®| NOTE:

The Challenge/Response option is only available on computers that are managed by an enterprise. If the computer is non-
domain, the Challenge/Response option does not appear on the menu.

3 When prompted, the user contacts the Help Desk and gives the Administrator the Device Name (host name) and Challenge Code.

& Challenge Response

Contact your IT administrator to receive the acc code ck your computer.

Aninternet connection is required for processt

Device Mame:

‘ E7450-2-X64-81.

Challenge Code

4 The Administrator opens the Remote Management Console, clicks Management > Recover Data, and then clicks SED from the top
menu.

Recover Data

Ghielc ANage SED

Recover SED Endpoint




5 Under Recover SED User Access, the Administrator enters the Host Name obtained from the user, and clicks Search.

6  The Administrator selects the user name who is asking for help:

Recover 5ED User Access
Obtain Host Mame, User Mame I _

r Host Mame and click Usamame: .

L Challenge 234 5678 901z
press Generate Response Code.

(%]
=
i

7 Enter the device code obtained from the user into the Challenge field and click Generate Response.

A

Recover SED User Access
Dbtain Host Mame, User Mame I _
and Challenge code. ceeEE m

ter Host Mame and click sarmame: .
ch. Sglect the uzer from the

f uzers for the endpoint.

he Challenge Code and Challenge 1234 5678

Generats Aesponse Code

A1
y
0
=)
m

Generate Response

8  Give the generated response code to the user.

®| NoTE:
These codes are not case sensitive. The numbers are shown in red and the letters in blue.

Recover 5ED User Access
Dbtain Host Mame, User Mame IR _
and Challenge code. Hostnzme m

Mame and click Username: .
ch. Select the user from the
f users for the en

he Challenge Code and Challenge 1234 5678 goi1z 4424
Generatz Response Code
nstruct usar t 422 TI44 2233 1122
ded Rezpon
CompLrer. Responis: 4CF9-03BD- D72F- AEBG-BFOA- OFAE-4FEQ-22FD

Generate Response

9  The user enters the response code into the Response code fields on the PBA sign-in screen. This is an example of a user-entered
response code:

O
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& Challenge Response

Contact your IT administrator to rec

An internet connection is required for pr

Device Name

E7450-2-X64-81

Challenge Code S = & 4re0 2050

‘ 8ABO ‘ | 4D44 | ‘ 0528
‘ DF54 ‘ | 655F | ‘ ADAD ‘ | D396 |

Response code

10  Click the right arrow to continue, and to authenticate past the PBA screen.

& Challenge Response

[ E7450-2-x64-81 com |

Challenge Code

‘ 8ABO H 4D44 H 052B H 0A3D ‘

[ orss | [ essF | [ aDap | [ pass |

11 Click Submit.

A user can authenticate past PBA using the Challenge/Response feature only one time. After a computer restart, the PBA layer
resumes protecting the computer and resumes prompting the user to sign in on the PBA screen.

®| NOTE:

After the user has displayed the Challenge/Response dialog, the user must complete the Challenge/Response sequence to
regain access to the system. If the user turns off the computer, and attempts to log back in - even with the correct
password - PBA re-prompts the user with the Challenge/Response dialog.



External Media Shield Password Recovery

External Media Shield (EMS) gives you the ability to protect removable storage media both in and outside of your organization by allowing
users to encrypt USB flash drives and other removable storage media. The user assigns a password to each removable media device they
want to protect. This section describes the process for recovering access to an encrypted USB storage device when a user forgets a
device's password.

Recover Access to Data

When a user incorrectly types his password so many times that he exceeds the allowed number of password attempts, the USB device is
placed into Manual Authentication mode.

Manual Authentication is the process of providing codes from the client to an administrator who is logged into the server.
When in Manual Authentication mode, the user has two options to reset his password and recover access to his data.
The administrator provides an Access Code to the client, allowing the user to reset his password and regain access to his encrypted data.

1 When prompted for your password, click the | Forgot button.

Emter External Media Password ? n

Please =nber e passeord sssgned to tis ext=rnel meda
device,

If you sslect "Cancel™, you wil be granied nead-only aooess te
wrencryphed devks on the dewvice, but you will havs nio acress o
Ererypbed dsts.

Votume: DDPE [0:1)

IForget B Canpel

The confirmation dialog appears.

Confirm Forgot Password 7 ﬂ

Selectrg "es" val imbake & manuel sauthenboabon process
that can arily be compieted by contacting an administrator o
yaur heelp desk,

Select Tio” to by enterng vour pessword agan

He

2 Click Yes to confirm. After confirmation, the device goes into Manual Authentication mode.



3 Contact the Help Desk Administrator and give him the codes that appear in the dialog.

External Media Device Manual Authent.. ? n

Authentication Falled, Please contact your ayatem administrator,

¥olume: DOPE {Dn)
Shiglded by: DOPE-WindewsA.lab, ddpe,del, com:ddpeuser @lan, .,

Recowery Koy [d: 430WHIMF
Shisd O J6LILGEER -2END-YKLIC

Devic= Code:  AESF13F

firoess Code: |

Canoed

4 As a Help Desk Administrator, log into the Remote Management Console - the Help Desk Administrator's account must have Help
Desk privileges.

5  Navigate to the Recover Data menu option on the left pane.

6  Enter the codes provided by the end-user.

Recover Data

- A *
External Media Devices Manual Authent. * “

AuTenbcalon Paked. Mece (ostx] your pslem admrklata,

akare: OOPE (20
Ehidted bys COPE Mirsioned jab. ddpe ol comadipene a0,

€ JeU GCER 2ENT KU Aoy Ko ) OOHIFE
g Sl SMERET
hafenge JAzE F19F *—.—.— hevie Cote: WSS

o Code: |

a Canl

7  Click the Generate Response button at the bottom right-hand corner of the screen.

8  Give the user the Access Code.

®

NOTE:

Be sure to manually authenticate the user prior to providing an Access Code. For example, ask the user a series of questions
over the phone that only that person would know, such as "What is your employee ID number?" Another example: request
that the user come to the Help Desk to provide identification to ensure they are the owner of the media. Failure to
authenticate a user prior to providing an Access Code over the phone could allow an attacker to gain access to encrypted
removable media.



Recover Data

brerwl Mod 2 Wevae Wawa sfeat. - u
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9  Reset your password for the encrypted media.

Password Reset

ML Data Protection  Encryption

Faled password attempts detected, do you wish to reset the
device's password?

Volume: DOPE (D:)
Hew Pascword: eeessess

Retype Password: ..I..'I!i |

(o 4 . Cancel

The user is prompted to reset his password for the encrypted media.

Self-Recovery

Self-Recovery is the process of resetting the password for an encrypted removable media device by inserting the drive back into a
protected machine where the owner of the media is logged in. As long as the media owner is authenticated to the protected Mac or PC,
the client detects the loss of key material and prompts the user to re-initialize the device. At that time, the user can reset their password
and regain access to their encrypted data.

1 Signin to a Dell Data Protection encrypted workstation as the media owner.
2 Insert the encrypted removable storage device.
3 When prompted, enter a new password to re-initialize the removable storage device.



4

Password Reset ?
ML Data Protection = Encryplion

Failed password attempts detected, do you wish to resat the
device's password?

Velume: DOPE (Dt)
Hew Password: eeessssw

Hefype Paccword: | ssssssss

]

If successful, a small notification appears to indicate that the password was accepted.

Dell Data Protection | Encryption

Password Accepted

DDPE

Windowss lab ddpe. dell_.com:ddpeuser@lab ddpe_dell.c

o

Navigate to the storage device and confirm access to the data.
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Secure Lifecycle Recovery

The recovery tool allows:
Decryption of protected Office files

This includes files up to triple encryption - With more than one way to encrypt files, occasionally a file is double or triple encrypted. If
the user opens the file, an error message instructs them to contact their administrator to recover them.

Escrow of key material
Ability to check for tampered files

Ability to force decryption of protected Office documents where someone tampered with the file's wrapper, for example, the protected
Office file's cover page in the cloud or on a device that does not have Secure Lifecycle

Recovery Requirements

Requirements include:

Microsoft .Net Framework 4.5.2 running on the endpoint to be recovered.
The Forensic Administrator role must be assigned in the Remote Management Console for the administrator performing the recovery.

Perform Secure Lifecycle Recovery

Follow these steps to perform a recovery of Secure Lifecycle's protected Office documents.
Perform a Recovery from Windows, a USB Flash Drive, or Network Drive

To perform a recovery:
1 From the Dell installation media, copy RecoveryTools.exe to one of these:

Computer - Copy the .exe to the computer on which Office documents will be recovered.
USB - Copy the .exe to the USB flash drive and run it from the USB flash drive.
Network drive

Double-click RecoveryTools.exe to launch the recovery tool.

On the Secure Lifecycle window, enter the DDP Server URL in this format:

https://<server.domain.com>:8443/cloud
®| NoTE:
Replace <server.domain.com> with the fully qualified host name of the DDP Server that manages Secure Lifecycle on that

endpoint. To locate the DDP Server URL, click the Secure Lifecycle icon in the system tray and click Details. The upper-left
corner of the Details screen displays the Server URL.

4 Enter the User name and Password, and click Log in.



S_ecure -Lifecycle

=

5 Dell Inc. All rights reserved

<.

https: //=serverdomain.com=>:8443/cloud

Username@domain.com

Password

®| NOTE:
Do not clear the Enable SSL Trust check box unless your administrator tells you to.

®|NoTE:
If you are not a Forensic Administrator and enter credentials, a message displays indicating you do not have login rights.

If you are a Forensic Administrator, the recovery tool opens.

=] Secure Lifecycle

Recovery
Jource Destination Browse
Escrow Decrypted
Tamper chack Force dacrypt aven if tamparad

5  Select Source.

®| NoTE:
You must browse to a source and a destination, but you can select these in either order.

6 Click Browse to select the folder or drive to be recovered.

Dell Data Protection Recovery Guide
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7 Click OK.
8 Click Destination

I Secure Lifecycle

Recovery
Source ® Destination Co\Recovany-LISEY
o | Escros Decryptad

Tarmper chack Force decrypt aven if tamperad == >top

9  Click Browse to select a destination, such as an external device, a directory location, or the Desktop.
10 Click OK.

11 Select one or more check boxes based on what you want to recover.

Options Description
Escrow - Recover offline-generated keys that could not be escrowed to the
DDP Server.

If a hard drive fails while the user is offline from the network, use
the slaved drive to recover data and non-escrowed keys from the
computer.

Decrypted Point the recovery tool to a directory that contains protected Office
documents to decrypt them.

Optionally, if tampering has occurred, select one or both of these
options (see below for details):

Tamper check - checks for tampered files but does not decrypt
them.

Tamper check and Force decrypt even if tampered - checks for
tampered files and if the wrapper of a protected Office document
was tampered with, Secure Lifecycle repairs the wrapper and
decrypts the Office document.

Tamper check Detects files that have been tampered with and logs them or notifies
you. Logs the author that tampered with the file. It does not decrypt
the files.

Force decrypt even if tampered To select this option, you must also select Tamper check.

If an unauthorized person tampered with the wrapper of a protected
Office document, such as the cover page, either in the cloud or on a
device that does not have Secure Lifecycle, select this option to
repair the wrapper and to force decryption of the protected Office
file.

Note: If someone tampered with the encrypted Office .xen file within
the wrapper, the file cannot be recovered.

Each protected Office document has a hidden watermark that contains a history of the original user and computer name and any
other computer name that modified the file. By default, the recovery tool checks the hidden watermarks and logs the information.

12 After selections are complete, click Scan.



The Log area displays:

Folders found and scanned within the selected source
Whether decryption was successful or failed

iE Secure Lifecycle

Recovery

The recovery tool adds the recovered files to the selected destination. You can open and view the files

Dell Data Protection Recovery Guide
Secure Lifecycle Recovery
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Appendix A - Burning the Recovery Environment

You can download the Master Installer.

Burning the Recovery Environment ISO to CD\DVD

The following link contains the process needed to use Microsoft Windows 7, Windows 8, or Windows 10 to create a bootable CD or DVD for
the recovery environment.

http://windows.microsoft.com/en-us/windows7/burn-a-cd-or-dvd-from-an-iso-file

Burning the Recovery Environment on Removable
Media

To create a bootable USB, follow the instructions in this Microsoft article:

https://technet.microsoft.com/en-us/library/jj200124(v=ws.11).aspx
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